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Strengthening SMEs’
Resilience

SMEs are not only a statistical majority, but the economic foundation of our
societies. 
The digital transformation of SMEs has accelerated, but their awareness of
cybersecurity and defense has not evolved accordingly. 
The economic implications of cyber insecurity for SMEs are profound. 
The end users of our project are the citizens of Montenegro. 



Project phases

Quantitative
research Training sessions Educational

material 
Awareness and

education campaign

Quantitative research on
current level of cyber
hygiene skills and capacities
in small and medium-sized
enterprises.

Training sessions held by
expert for employees and
management personnel in
small and medium-sized
enterprises. 

Creating educational material
about cyber hygiene skills
and tools, which will be
distributed through different
channels. 

Cyber hygiene raising
awareness and education
campaign aimed at the
general public, SMEs and
intuitions of the system.



Exposed: The Security Gaps Within SMEs

are not familiar with the
concept of cyber hygiene,
indicating a serious lack
of basic knowledge about
digital security.

achieve a high level of
protection through
practicing moderate
cyber hygiene measures.

of companies have some
form of cyber hygiene
policies, but they are
neither sufficiently clear
nor consistently enforced.

Insufficient
implementation of

cybersecurity
measures

Low awareness of
cyber hygiene

76,5% 1,7%

Weak incident
reporting and

policy
enforcement 

67,5%
of companies allocate
adequate resources to
cybersecurity, while 13.9%
invest significantly less
than necessary. 

Insufficient
investment in
cybersecurity 

23,2%



of employees update
software only when
prompted by the system,
while 21.9% rarely or never
update their business
devices, creating
opportunities for cyber-
attacks.

of respondents have never
undergone cybersecurity
training. which clearly
justifies the need for
project implementation.

want to improve the
protection of personal and
business data, while
aspects such as device
security and recognizing
cyber-attacks are lower
priorities.

Cybersecurity
training is rare and

underdeveloped 

Rare software and
password updates 

61% 85,4%

Greatest interest
in data protection 

42,7%
of respondents believe
that additional training
would help reduce the risk
of cyber incidents.

Potential of
training to reduce

risks 

87,4%

The Critical Need for Cyber Training

Cybersecurity
training is rare and
underdevelopoed



Training sessions

Management-Level Training
Strategic planning
Cyber risk assessment
Organizational policies
The key leadership role in fostering a culture of cyber hygiene

Technical Staff Training
Training on security tools
Incident response protocols
Data protection techniques
Regulatory compliance
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Gender-Focused Training
General cyber security skills 
Specific threats and challenges 
Gender diversity and inclusion in the cyber security sector
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Outputs & outcomes:

 Conducted
research

among 350
SMEs'

employees in
Montenegro

3 cycles of
training

sessions, each
consisting of

2-day
workshop

Raised
awareness

through social
media  and

outdoor - more
than 120.000

Gathered data on the current level of
cyber hygiene awareness, skills and
capacities in SMEs in Montenegro,

identifying their key challenges and areas
for improvement. 

Educated employees in SMEs will
contribute to the stability and cyber

security of SMEs, which will have a long-
term positive effect on the economy of

Montenegro.

Higher level of cyber hygiene awareness
among SMEs, relevant institutions and

general public will increase the security of
our state system in the future.



Impact left behind 



The Difference We Made
BEFORE

(1-5)

4.76/
5

Average self-rated cyber hygiene 

AFTER
(1-5)

3.44 4.76

Phishing recognition 3.75 4.72

Password strength and regular change 3.92 4.93

Incident reporting awareness 2.89 4.79

Cyber hygiene awareness 3.30 4.71

Usefulness of training

PROGRESS

+ 38.37%

+ 25.87%

+ 25.77%

+ 65.74%

+ 42.73%



THANK YOU

+382 69 010 014

GET TO KNOW US

More info at: 

ivona@visionevent.me

www.ngosecure.me


